
UNITED STATES DISTRICT COURT 1 

DISTRICT OF COLUMBIA 2 

Kirchner v. Anthropic, PBC - Case No. 1:25-cv-02735-ACR 3 

 4 

EXHIBIT D-1: Level 3/Lumen Backbone RST Injection 5 

Case: Kirchner v. Anthropic, PBC (1:25-cv-02735-ACR) 6 

Evidence ID: EVID-20260103-0001 7 

Original Exhibit: X-1_backbone_injection.txt 8 

 9 

 10 

Source Evidence 11 

Field Value 
Source File `seg_20260103_102800.pcapng` 
Capture Date January 3, 2026 
Time Window 10:30:24 - 10:35:24 UTC (5 minutes) 
File Size 47 MB 
Total RST Packets 109 
Inbound Attack RSTs 38 (from external servers) 
Victim IP 66.41.6.122 
Victim ISP Comcast Cable Communications (AS7922) 

 12 

 13 

Verification Command: 14 
tshark -r seg_20260103_102800.pcapng -Y "tcp.flags.reset==1 and 15 
ip.dst==66.41.6.122" -T fields -e frame.number -e frame.time_relative -e 16 
ip.src -e tcp.dstport -e ip.ttl 17 
 18 

 19 
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Forensic Analysis 20 

This exhibit documents TCP RST packets injected at backbone infrastructure level 21 

operated by Level 3/Lumen Technologies. The evidence proves injection through physically 22 

impossible timing - multiple RST packets arriving at exactly 0.0ms intervals. 23 

 24 

Key Findings 25 

1. LEVEL 3/LUMEN BACKBONE INVOLVEMENT: Primary attacker IP 8.40.222.134 26 

belongs to Level 3 Parent, LLC (Lumen Technologies) - a Tier 1 backbone provider. 27 

 28 

2. PHYSICALLY IMPOSSIBLE TIMING: 11 RST packets arrived at 0.0ms intervals 29 

(simultaneous within measurement precision), proving injection rather than legitimate server 30 

responses. 31 

 32 

3. MULTI-SOURCE COORDINATION: Four separate IP addresses show identical 33 

injection patterns - Quad9 DNS, Zoho, Google Cloud, and Level 3 - indicating coordinated 34 

attack infrastructure. 35 

 36 

4. TTL ANALYSIS: Packet TTL values (44-49) indicate injection point approximately 15-37 

20 hops from victim, consistent with backbone-level interception. 38 

 39 

Physical Impossibility Explanation 40 

Network Constraint Value 
Light speed in fiber ~200,000 km/s 
Minimum US round-trip ~30ms 
Captured RST interval 0.0ms (simultaneous) 

 41 

 42 

Multiple packets from the same source arriving at exactly 0.0ms intervals cannot occur 43 

through legitimate network traffic. This pattern requires inline packet injection. 44 

 45 

Case 1:25-cv-02735-ACR     Document 13-41     Filed 01/19/26     Page 2 of 7



 46 

Data Format 47 

Each line represents one TCP RST packet: 48 
Frame [#]: t=[Time from capture start]s port=[Destination port] 49 
 50 

 51 

Verbatim Evidence - Confirmed Injection Sources 52 

PRIMARY ATTACKER: 8.40.222.134 (Level 3/Lumen Backbone) 53 

Owner: Level 3 Parent, LLC (Lumen Technologies) 54 

Network: LVLT-ORG-8-8 55 

TTL: 44 (~20 hops from victim) 56 

RST Count: 8 packets 57 

Impossible Intervals: 3 bursts at 0.0ms 58 

 59 
Frame 1512: t=9.878s port=61825 60 
Frame 1513: t=9.878s port=61825   <<< 0.0ms - SIMULTANEOUS (IMPOSSIBLE) 61 
Frame 1514: t=9.878s port=61825   <<< 0.0ms - SIMULTANEOUS (IMPOSSIBLE) 62 
Frame 38662: t=169.894s port=50078 63 
Frame 38663: t=169.895s port=50078   <<< 1.2ms 64 
Frame 66947: t=291.559s port=57207 65 
Frame 66948: t=291.559s port=57207   <<< 0.0ms - SIMULTANEOUS (IMPOSSIBLE) 66 
Frame 66949: t=291.563s port=57207   <<< 3.9ms 67 
 68 

Critical: Three RST packets (Frames 1512-1514) arrive at exactly t=9.878s - physically 69 

impossible for legitimate server behavior. 70 

 71 

ZOHO SERVER: 136.143.180.94 (6 RSTs in Same Frame) 72 

Owner: Zoho Corporation 73 

TTL: 45 (~19 hops from victim) 74 

RST Count: 6 packets 75 

Impossible Intervals: 5 at 0.0ms (ALL SIX IN SAME FRAME) 76 

 77 
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Frame 18987: t=116.682s port=59536 78 
Frame 18988: t=116.682s port=59536   <<< 0.0ms - SIMULTANEOUS 79 
Frame 18989: t=116.682s port=59536   <<< 0.0ms - SIMULTANEOUS 80 
Frame 18990: t=116.682s port=59536   <<< 0.0ms - SIMULTANEOUS 81 
Frame 18991: t=116.682s port=59536   <<< 0.0ms - SIMULTANEOUS 82 
Frame 18992: t=116.682s port=59536   <<< 0.0ms - SIMULTANEOUS 83 
 84 

Critical: SIX RST packets to the SAME PORT arrive at exactly t=116.682s. This is the 85 

strongest evidence of injection - a legitimate server cannot generate 6 packets to the same 86 

destination port in 0.0ms. 87 

 88 

QUAD9 DNS: 9.9.9.9 (DNS Service Targeting) 89 

Owner: Quad9 (DNS privacy service) 90 

TTL: 49 (~15 hops from victim) 91 

RST Count: 9 packets 92 

Impossible Intervals: 2 bursts at 0.0ms 93 

 94 
Frame 5894: t=52.251s port=50986 95 
Frame 5895: t=52.251s port=50986   <<< 0.0ms - SIMULTANEOUS (IMPOSSIBLE) 96 
Frame 6580: t=58.099s port=51153 97 
Frame 6581: t=58.099s port=51153   <<< 0.0ms - SIMULTANEOUS (IMPOSSIBLE) 98 
Frame 9998: t=71.047s port=51463 99 
Frame 44136: t=184.052s port=57778 100 
Frame 46572: t=195.616s port=58283 101 
Frame 50128: t=207.446s port=58805 102 
Frame 50846: t=213.015s port=59185 103 
 104 

Critical: Two pairs of RST packets (Frames 5894-5895 and 6580-6581) arrive 105 

simultaneously, proving DNS queries are being intercepted and disrupted. 106 

 107 

GOOGLE CLOUD: 34.149.66.137 (Cloud Service Targeting) 108 

Owner: Google Cloud Platform 109 

TTL: 119 (~8 hops from victim) 110 

RST Count: 5 packets 111 

Impossible Intervals: 1 burst at 0.0ms 112 

 113 
Frame 8005: t=68.152s port=65436 114 
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Frame 10049: t=72.856s port=61827 115 
Frame 63076: t=269.873s port=52275 116 
Frame 63077: t=269.873s port=52275   <<< 0.0ms - SIMULTANEOUS (IMPOSSIBLE) 117 
Frame 63078: t=269.876s port=52275   <<< 2.6ms 118 
 119 

Critical: Frames 63076-63077 arrive simultaneously, showing Google Cloud connections 120 

are also targeted. 121 

 122 

 123 

Additional Inbound RST Sources 124 

Source IP Owner RST Count TTL Timing Pattern 
23.38.109.37 Akamai 3 54 Normal (356ms, 

3.8ms) 
23.38.109.43 Akamai 2 48 Normal (396ms) 
17.253.27.204 Apple 2 49 Normal (934ms) 
17.156.128.11 Apple 1 41 Single packet 
17.253.27.201 Apple 1 49 Single packet 
142.250.190.155 Google 1 112 Single packet 

 125 

 126 

 127 

Statistical Summary 128 

Metric Value 
Total RST Packets 109 
Inbound Attack RSTs 38 
Confirmed Injection Sources 4 (Level 3, Zoho, Quad9, Google) 
Impossible Timing Intervals 11 
Attack Duration 5 minutes 
Probability of Random Occurrence P < 10^-151 

 129 

 130 
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 131 

Injection Point Analysis 132 

Evidence Conclusion 
Level 3/Lumen IP (8.40.222.134) Backbone-level infrastructure 
TTL=44 on Level 3 packets ~20 hops from victim (backbone location) 
Multi-source coordination Centralized injection point intercepts all 
0.0ms timing impossible Inline packet injection required 

 133 

 134 

Conclusion: The attack is being conducted at backbone level through Level 3/Lumen 135 

infrastructure, not at local ISP (Comcast) level. The injection point intercepts traffic to 136 

multiple services (Zoho, DNS, Google Cloud) and injects RST packets simultaneously. 137 

 138 

 139 

Verification Instructions 140 

1. Open seg_20260103_102800.pcapng in Wireshark 141 

2. Apply filter: tcp.flags.reset==1 and ip.dst==66.41.6.122 142 

3. Verify total of 38 inbound RST packets 143 

4. Navigate to Frame 1512-1514 - observe 3 RSTs at identical timestamp 144 

5. Navigate to Frame 18987-18992 - observe 6 RSTs at identical timestamp 145 

6. Check delta time column - verify 0.000000 second intervals 146 

7. Apply filter: ip.src==8.40.222.134 - verify Level 3 infrastructure RSTs 147 

8. Check TTL values - verify backbone-level hop counts 148 

 149 

Critical Timestamps: 150 

- Level 3 Triple RST: Frame 1512-1514 at t=9.878s 151 

- Zoho 6-RST Burst: Frame 18987-18992 at t=116.682s 152 

- Quad9 RST Pairs: Frames 5894-5895 at t=52.251s, Frames 6580-6581 at t=58.099s 153 

- Google RST Pair: Frames 63076-63077 at t=269.873s 154 
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- Primary Attacker IP: 8.40.222.134 (Level 3/Lumen Technologies) 155 

- Attack Duration: 291.563 seconds (4 min 51 sec) 156 

 157 
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