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EXHIBIT D-2: VPN ON/OFF COMPARISON - ISP INJECTION PROOF

Evidence Package: EVID-20260102-0002

Title: Canarytoken VPN RST Injection Comparison

Classification: ATTACK EVIDENCE

1. EXECUTIVE SUMMARY

On January 2, 2026, a controlled comparison test was conducted to document TCP RST
injection attacks against a residential Comcast internet connection. The test compared
network traffic with and without VPN protection during an email canarytoken verification

test.

Primary Finding: When VPN was disabled, 42 inbound RST packets were injected to the
user's local IP address within a 5-minute period. When VPN was enabled, zero inbound
RSTs reached the local IP. This definitively proves network-layer RST injection that is

blocked by VPN encryption.

Secondary Finding: The RST injection specifically targeted development infrastructure
(Docker authentication services), demonstrating targeted attacks against software

development tools.

2. CAPTURE METADATA
2.1 VPN ON Capture

Field Value

Filename vpn_on_seg 20260102 200446.pcapng

Start Time 2026-01-02 20:04:46 CST

End Time 2026-01-02 20:07:22 CST

Duration 300 seconds

Packets ~34,000

File Size 13,250,740 bytes

Total RSTs 59

Inbound RSTs 0

SHA-256 9b90e1b96ab489317c9f3f7d037af77503fb4d8bal818442d3a02f4f771al12
2.2 VPN OFF Capture

Field Value

Filename vpn_off seg 20260102 _200722.pcapng
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Start Time 2026-01-02 20:07:22 CST

End Time 2026-01-02 20:12:22 CST

Duration 300 seconds

Packets ~24,000

File Size 9,949,756 bytes

Total RSTs 127

Inbound RSTs 42

SHA-256 d4b2241fad51b9cb6317a8a5909a7aal7945¢07b8a729btb1040421811aec97d
2.3 Docker Build Session Capture (VPN OFF)

Field Value

Filename docker_attack capture 1767409695.pcapng

Start Time 2026-01-02 20:38:15 CST

End Time 2026-01-02 21:07:00 CST

Duration 1,722 seconds (28.7 minutes)

Packets ~346,000

File Size ~185,000,000 bytes

Total RSTs 964

Inbound RSTs 230+

RST Rate 33/minute (sustained)

Activity Docker image build with package downloads

SHA-256 728b0351a5¢6ebd3ba077990612e4b618d5bbf324495ea04a333ca2442704cb5

3. FINDINGS
3.1 RST Injection Analysis

#### 3.1.1 Quantitative Comparison

Metric VPN ON VPN OFF Change
Total RSTs 59 127 +115%
Inbound RSTs to User 0 42 +42

RST Rate 12/min 25/min +108%
##### 3.1.2 Inbound RST Sources (VPN OFF)

Source IP Count ‘ TTL Organization Service
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149.112.112.112 9 49 Quad9 DNS
17.248.203.64 5 42 Apple auth.docker.io
3.219.52.251 4 114 AWS build-

cloud.docker.com
23.38.109.39 4 48 Akamai CDN
23.217.104.198 4 48 Akamai CDN
17.171.47.23 4 41 Apple Services
3.220.156.79 3 243 AWS auth.docker.io
Others 9 Various Various

3.2 RST Injection Signatures

#### 3.2.1 Duplicate RST Packets

The following duplicate RST packets were detected, indicating injection:

AWS auth.docker.io (3.220.156.79):

Frame Time
88.217852
88.217854
88.270776

Source

3.220.156.79
3.220.156.79
3.220.156.79

Seq

Gap

10923 -
10923 2us < DUPLICATE
10900 53ms

AWS build-cloud.docker.com (3.219.52.251):

Frame Time
207.821433
207.821434
207.824580
207.824581

Source
3.219.52.251
3.219.52.251
3.219.52.251
3.219.52.251

Seq

3285
3285
3285
3285

Gap

3ms

lus «<— DUPLICATE

lus < DUPLICATE

Significance: Legitimate servers cannot send duplicate RSTs 1-2 microseconds apart.
Network round-trip time is measured in milliseconds. This pattern is only possible through
local network injection.

#### 3.2.2 RST Timing After FIN Exchange

Analysis of the AWS Docker connections shows RSTs arriving AFTER normal FIN/ACK

close:

Connection to 3.220.156.79 (auth.docker.io):

Time

‘ Event

Interpretation
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88.152168 Server FIN Normal close initiated
88.204927 Server ACKs client FIN Close completing
88.217852 RST injected 15ms after close began

RST packets are unnecessary when a connection is already closing via FIN. The injection
suggests an observer that sees the FIN and injects RSTs to "confirm" the termination.

3.3 Service-Specific Analysis

#### 3.3.1 Docker Authentication Targeting

Both Docker services received RST injection:
+ auth.docker.io (3.220.156.79): 3 RSTs with duplicates
* build-cloud.docker.com (3.219.52.251): 4 RSTs with duplicates

This indicates targeted attacks against developer infrastructure, potentially disrupting:
* Docker image pulls

+ Container registry authentication

» CI/CD pipelines

#### 3.3.2 DNS Service Targeting

Quad9 DNS (149.112.112.112) received 9 RSTs, the highest single-source count. This

suggests:

+ Attempts to disrupt secure DNS resolution
* Possible DNS-over-HTTPS interference

3.4 Docker Build Session Analysis (Extended Capture)

The Docker build capture provides extended documentation of sustained attack patterns.

#### 3.4.1 Zoho Email Infrastructure Targeting

Most significant finding: Zoho email services received 61 RSTs during the Docker build:

Source IP Organization RST Count TTL Service
8.40.222.134 Level 3/Lumen 43 44 us4-wmsl.zoho.com
136.143.180.94 Zoho Direct 18 45 Zoho Webmail

Duplicate RST Pattern (Zoho Direct):

20:47:35.862662 - 136.143.180.94 RST (port 58390)

20:47:35.862663 - 136.143.180.94 RST (port 58390) «<— +1pus
20:47:35.862664 - 136.143.180.94 RST (port 58390) «<— +1us
20:47:35.862665 - 136.143.180.94 RST (port 58390) «<— +1us
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20:47:35.862666 - 136.143.180.94 RST (port 58390) «<— +1us
20:47:35.862667 - 136.143.180.94 RST (port 58390) «<— +1us

6 RSTs in 6 microseconds - impossible for legitimate server response.

#### 3.4.2 Level 3/Lumen Backbone Involvement

The IP 8.40.222.134 is noteworthy:
* Resolves to us4-wms1.zoho.com (Zoho webmail server)

* Owned by Level 3/Lumen Technologies

* Received more RST injection than direct Zoho IPs
 Consistent TTL 44 suggests same injection point

This indicates RST injection targeting traffic as it traverses major internet backbone

infrastructure.

#### 3.4.3 Sustained Attack Metrics

Metric Value

Duration 28.7 minutes

Total RSTs 964

RST Rate 33/minute

Peak RST Rate ~40+/minute during active builds

Services Targeted

15+ unique destination IPs

4. ATTACK INDICATORS

4.1 Attack Indicator Summary

Indicator Present Evidence

Inbound RST injection YES 42 RSTs to local IP
Duplicate RSTs YES 1-2ps intervals
Post-FIN RST timing YES 15ms after close
Service targeting YES Docker, DNS

VPN bypass failure YES 0 RSTs with VPN

Based on this evidence, the attack appears to:

4.2 Attack Infrastructure

1. Monitor unencrypted connections on the Comcast network
2. Inject RST packets from spoofed source IPs
3. Target specific services (development tools, DNS)
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149 4. Fail against VPN encryption (cannot see packet contents to match)
150

151 -—-

152

153 5. APPENDIX CORRELATIONS

154 5.1 Appendix G: Router/TR-069 Compromise
155 * No router RSTs (10.0.0.1) detected in this capture

156 * Attack appears to be upstream of router

157

158 5.2 Appendix H: Application-Layer Attacks
159 * No localhost RSTs (127.0.0.1) detected

160 * Attack is purely network-layer in this capture

161

162 5.3 Appendix I: Network-Layer Proof

163 » Mathematical proof: 0 vs 42 inbound RSTs

164 * Timing analysis: Microsecond duplicates impossible legitimately
165 * Service correlation: Multiple services targeted simultaneously

166

167 -—-

168

169 6. CONCLUSIONS

170 6.1 Primary Conclusions

171 1. RST injection attacks are active against this Comcast connection
172 2. VPN provides complete protection against these network-layer attacks
173 3. Developer tools are specifically targeted (Docker authentication)
174 4. Email infrastructure is heavily targeted (Zoho: 61 RSTs)

175 5. Attack leaves clear forensic signatures (duplicates, timing)

176 6. Attack is sustained - 33 RSTs/minute for 29 minutes during Docker build
177

178 6.2 Technical Assessment

179 The RST injection demonstrates:

180 * Deep packet inspection capability at the ISP level

181 * Automated injection (microsecond duplicate timing - 6 RSTs in 6us)
182 * Selective targeting (not all connections receive RSTs)

183 * Failure against encryption (VPN blocks the attack)

184 » Backbone involvement (Level 3/Lumen traffic targeted)

185

186 -—-

187

188 7. CLASSIFICATION

189 Classification: ATTACK EVIDENCE

190

191 This evidence package provides definitive proof of:
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 Active RST injection attacks on residential internet
* VPN effectiveness in blocking these attacks
 Targeted attacks against development infrastructure
* Forensic signatures enabling attribution

Report Prepared: January 2, 2026
Evidence Package: EVID-20260102-0002
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