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UNITED STATES DISTRICT COURT
DISTRICT OF COLUMBIA
Kirchner v. Anthropic, PBC - Case No. 1:25-cv-02735-ACR

EXHIBIT D-8: January 9, 2026 Peak RST Attack (28,561 Packets)

Case: Kirchner v. Anthropic, PBC (1:25-cv-02735-ACR)
Evidence ID: EVID-20260109-0001
Original Exhibit: X-1 jan9 peak attack.txt

Attack Volume Summary

Metric Value

Total RST Packets 28,561

Capture Segments 246

Duration 20+ hours

Average RSTs/Segment 116

Classification HIGHEST ATTACK DAY

RST SOURCE DISTRIBUTION (Sampled) ###

Source IP Count Identity Status
9.9.9.9 714+ Quad9 DNS SPOOFED
10.157.12.231 157+ Internal Relay
136.143.189.20 86+ Zoho Mail INBOUND
136.143.189.94 62+ Zoho Mail INBOUND
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SAMPLE RST PACKETS (First Segment) ###

Source: seg 20260109 032624.pcapng
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Jan 9, 2026 03:28:10.237622000 CST 9.9.9.9 10.157.12.231 443 64459

[... additional packets in source files ...]

Verification Command

Count total RSTs across all Jan 9 segments:

for f in segments/20260109/.pcapng; do
tshark -r "$f" -Y "tcp.flags.reset==1" 2>/dev/null

done | we -1

Expected: ~28,561



