
UNITED STATES DISTRICT COURT 1 

DISTRICT OF COLUMBIA 2 

Kirchner v. Anthropic, PBC - Case No. 1:25-cv-02735-ACR 3 

 4 

EXHIBIT D-8: January 9, 2026 Peak RST Attack (28,561 Packets) 5 

Case: Kirchner v. Anthropic, PBC (1:25-cv-02735-ACR) 6 

Evidence ID: EVID-20260109-0001 7 

Original Exhibit: X-1_jan9_peak_attack.txt 8 

 9 

 10 

Attack Volume Summary 11 

Metric Value 
Total RST Packets 28,561 
Capture Segments 246 
Duration 20+ hours 
Average RSTs/Segment 116 
Classification HIGHEST ATTACK DAY 

 12 

 13 

RST SOURCE DISTRIBUTION (Sampled) ### 14 

Source IP Count Identity Status 
9.9.9.9 714+ Quad9 DNS SPOOFED 
10.157.12.231 157+ Internal Relay 
136.143.189.20 86+ Zoho Mail INBOUND 
136.143.189.94 62+ Zoho Mail INBOUND 

 15 

 16 
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SAMPLE RST PACKETS (First Segment) ### 17 

Source: seg_20260109_032624.pcapng 18 

 19 
Jan  9, 2026 03:26:29.059131000 CST 10.157.12.231 142.250.189.123 61528 443 20 
Jan  9, 2026 03:26:38.642791000 CST 136.143.189.20 10.157.12.231 44321 
 60988 22 
Jan  9, 2026 03:26:38.642795000 CST 136.143.189.20 10.157.12.231 44323 
 60988 24 
Jan  9, 2026 03:26:38.642798000 CST 136.143.189.20 10.157.12.231 44325 
 60988 26 
Jan  9, 2026 03:26:39.071131000 CST 9.9.9.9 10.157.12.231 443 62178 27 
Jan  9, 2026 03:26:39.111602000 CST 9.9.9.9 10.157.12.231 443 62178 28 
Jan  9, 2026 03:26:39.111604000 CST 9.9.9.9 10.157.12.231 443 62178 29 
Jan  9, 2026 03:26:39.112729000 CST 9.9.9.9 10.157.12.231 443 62178 30 
Jan  9, 2026 03:26:39.114224000 CST 9.9.9.9 10.157.12.231 443 62178 31 
Jan  9, 2026 03:26:39.115581000 CST 9.9.9.9 10.157.12.231 443 62178 32 
Jan  9, 2026 03:26:39.118542000 CST 9.9.9.9 10.157.12.231 443 62178 33 
Jan  9, 2026 03:26:45.695020000 CST 9.9.9.9 10.157.12.231 443 62355 34 
Jan  9, 2026 03:26:45.747468000 CST 9.9.9.9 10.157.12.231 443 62355 35 
Jan  9, 2026 03:26:45.747522000 CST 9.9.9.9 10.157.12.231 443 62355 36 
Jan  9, 2026 03:26:45.747562000 CST 9.9.9.9 10.157.12.231 443 62355 37 
Jan  9, 2026 03:26:45.748505000 CST 9.9.9.9 10.157.12.231 443 62355 38 
Jan  9, 2026 03:26:45.748509000 CST 9.9.9.9 10.157.12.231 443 62355 39 
Jan  9, 2026 03:26:45.748510000 CST 9.9.9.9 10.157.12.231 443 62355 40 
Jan  9, 2026 03:26:47.742766000 CST 9.9.9.9 10.157.12.231 443 62373 41 
Jan  9, 2026 03:26:47.795770000 CST 9.9.9.9 10.157.12.231 443 62373 42 
Jan  9, 2026 03:26:47.797034000 CST 9.9.9.9 10.157.12.231 443 62373 43 
Jan  9, 2026 03:26:47.797040000 CST 9.9.9.9 10.157.12.231 443 62373 44 
Jan  9, 2026 03:26:47.797057000 CST 9.9.9.9 10.157.12.231 443 62373 45 
Jan  9, 2026 03:26:47.797451000 CST 9.9.9.9 10.157.12.231 443 62373 46 
Jan  9, 2026 03:26:47.797455000 CST 9.9.9.9 10.157.12.231 443 62373 47 
Jan  9, 2026 03:26:52.419539000 CST 207.181.192.144 10.157.12.231 44348 
 59196 49 
Jan  9, 2026 03:26:52.419541000 CST 207.181.192.144 10.157.12.231 44350 
 59196 51 
Jan  9, 2026 03:27:18.735778000 CST 136.143.189.20 10.157.12.231 44352 
 61469 53 
Jan  9, 2026 03:27:18.739510000 CST 136.143.189.20 10.157.12.231 44354 
 61469 55 
Jan  9, 2026 03:27:26.780737000 CST 9.9.9.9 10.157.12.231 443 63425 56 
Jan  9, 2026 03:27:26.834641000 CST 9.9.9.9 10.157.12.231 443 63425 57 
Jan  9, 2026 03:27:26.834847000 CST 9.9.9.9 10.157.12.231 443 63425 58 
Jan  9, 2026 03:27:26.834897000 CST 9.9.9.9 10.157.12.231 443 63425 59 
Jan  9, 2026 03:27:26.836592000 CST 9.9.9.9 10.157.12.231 443 63425 60 
Jan  9, 2026 03:27:26.836612000 CST 9.9.9.9 10.157.12.231 443 63425 61 
Jan  9, 2026 03:27:26.836613000 CST 9.9.9.9 10.157.12.231 443 63425 62 
Jan  9, 2026 03:27:30.302865000 CST 10.157.12.231 160.79.104.10 55472 443 63 
Jan  9, 2026 03:27:30.303005000 CST 10.157.12.231 160.79.104.10 54781 443 64 
Jan  9, 2026 03:27:57.450456000 CST 10.157.12.231 185.199.110.154 59215 443 65 
Jan  9, 2026 03:27:59.930476000 CST 9.9.9.9 10.157.12.231 443 64091 66 
Jan  9, 2026 03:27:59.979503000 CST 9.9.9.9 10.157.12.231 443 64091 67 
Jan  9, 2026 03:27:59.979510000 CST 9.9.9.9 10.157.12.231 443 64091 68 
Jan  9, 2026 03:27:59.979513000 CST 9.9.9.9 10.157.12.231 443 64091 69 
Jan  9, 2026 03:27:59.979514000 CST 9.9.9.9 10.157.12.231 443 64091 70 
Jan  9, 2026 03:27:59.979515000 CST 9.9.9.9 10.157.12.231 443 64091 71 
Jan  9, 2026 03:27:59.979516000 CST 9.9.9.9 10.157.12.231 443 64091 72 
Jan  9, 2026 03:28:10.180384000 CST 9.9.9.9 10.157.12.231 443 64459 73 
Jan  9, 2026 03:28:10.237351000 CST 9.9.9.9 10.157.12.231 443 64459 74 
Jan  9, 2026 03:28:10.237384000 CST 9.9.9.9 10.157.12.231 443 64459 75 
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Jan  9, 2026 03:28:10.237622000 CST 9.9.9.9 10.157.12.231 443 64459 76 
 77 

[... additional packets in source files ...] 78 

 79 

Verification Command 80 

Count total RSTs across all Jan 9 segments: 81 

for f in segments/20260109/.pcapng; do 82 

tshark -r "$f" -Y "tcp.flags.reset==1" 2>/dev/null 83 

done | wc -l 84 

Expected: ~28,561 85 
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