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EXHIBIT D-10: PRE-ATTACK BASELINE (OCTOBER 17, 2025)

Evidence ID: EVID-20251228-0016

Classification: CRITICAL BASELINE - Day Before Router Attack

1. CAPTURE METADATA

Capture 1: 101725 post crash capture.pcapng

Metric Value
File Name 101725 post crash capture.pcapng
Date/Time October 17,2025 17:45
Duration 561.1 seconds (9.4 minutes)
Total Packets 75,378
Size 109,673,832 bytes (105M)
SHA-256 b20ecc4f6915e515bc98202a911e35¢a408a76d1c94cbeff28ee5b76643c241d
Capture 2: 101725 post crash 2100hrs.pcapng
Metric Value
File Name 101725 post crash 2100hrs.pcapng
Date/Time October 17,2025 21:00
Duration 1,327.7 seconds (22.1 minutes)
Total Packets 66,376
Size 95,639,904 bytes (91M)
SHA-256 a6e576al10ea566a677af9479a20158¢93727525300cd2¢9ab539f9091052d07f
2. TCP RST ANALYSIS
Combined Results
Capture Duration Packets TCP RSTs RST Rate
17:45 capture 9.4 min 75,378 0 0/min
21:00 capture 22.1 min 66,376 0 0/min
TOTAL 31.5 min 141,754 0 0/min
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Zoho INBOUND RSTs: **Q**
Router RSTs: **0**
External INBOUND RSTs: **0**
3. CRITICAL TIMELINE COMPARISON
Date Time Package RSTs RST Rate Zoho
INBOUND
Oct 17 17:45 EVID-0016 0 0/min 0
Oct 17 21:00 EVID-0016 0 0/min 0
Oct 18 EVID-0006 9,516 Very High Unknown
Attack Onset Evidence
Oct 17, 17:45 Oct 17, 21:00 Oct 18
0 RSTs 0 RSTs 9,516 RSTs
I— BASELINE ' ATTACK BEGINS —

The network transitioned from 0 RSTs to 9,516 RSTs between October 17 evening and
October 18.

4. KEY FINDINGS

4.1 Pre-Attack Baseline Established

31.5 minutes of network traffic captured on October 17
141,754 packets analyzed
ZERO TCP RSTs detected

* This proves normal network operation produces 0 RSTs

4.2 Attack Onset Timing
The October 18 router attack (EVID-0006) did NOT exist on October 17:

 Evening capture (21:00) still shows 0 RSTs
+ Attack must have begun after 21:00 on Oct 17 or on Oct 18

4.3 Comparison with Other Baselines

Baseline Date RSTs Notes
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EVID-0016 Oct 17 0 Day before router attack

EVID-0011 Sep 28 0 Court filing baseline

EVID-0011 Nov 30 0 VPN-protected baseline

EVID-0013 Oct 30 0 Attack pause (post-Xfinity
call)

EVID-0015 Oct 31 1 Attack cessation period

All baseline captures show 0 RSTs - confirming RST floods are attack indicators, not

normal behavior.

Classification: CRITICAL BASELINE EVIDENCE

This package establishes:

5. EVIDENTIARY VALUE

1. Temporal Boundary: Attack began on or after October 18, 2025

2. Normal Behavior: 0 RSTs = normal network operation

3. Attack Attribution: 9,516 RSTs on Oct 18 were anomalous, not baseline

4. Router Involvement: The 5,441 router RSTs in EVID-0006 were a discrete attack

Per Appendix G (Comcast Router Forensic Analysis):

6. APPENDIX G CORRELATION

* The TR-069 router attack was documented on October 18
« EVID-0016 proves network was clean immediately prior
* This supports the claim that the router was compromised on October 18

Analysis Date: December 28, 2025

Package: EVID-20251228-0016




