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EXHIBIT D-19: COMCAST XFINITY XB7-CM AND XB8-T SECURITY
ARCHITECTURE ANALYSIS

Case: Kirchner v. Johnson, et al. (1:25-cv-02735-ACR)

Evidence Type: Technical Security Analysis - ISP Router Infrastructure

Devices Analyzed: Arris TG4482 (XB7-CM) and Technicolor CGM4981COM (XBS8-T)
Analysis Date: November 3, 2025

l. Executive Summary

Two simultaneous GUI admin sessions with different process IDs from a single login
violates standard router security architecture and has no documented legitimate
technical explanation. Research across security databases, technical forums, academic
papers, and manufacturer documentation reveals this behavior is unprecedented in normal
router operations—strongly suggesting unauthorized access architecture rather than
legitimate functionality.

Il. The Dual Session Anomaly: No Legitimate Explanation Exists

The described phenomenon—two simultaneous web GUI administrative sessions with
different process IDs spawning from a single user authentication—represents a critical
security anomaly with no documented legitimate use case. Standard router architecture
across all major manufacturers (Cisco, ASUS, TP-Link, Netgear) explicitly restricts
administrative access to single concurrent sessions as a core security practice. TP-Link
documentation states clearly: "To protect the privacy and security of your home network,
only one device can login to the web UI at once." ASUS firmware enforces single sessions to
"prevent conflicts where two persons might be on the same page at the same time."

For the XB7-CM specifically, normal behavior spawns 1-2 transient PHP-CGI worker
processes per web request, not multiple persistent administrative sessions. A single
authentication creates one session cookie that reuses existing processes—not parallel session
spawns with distinct PIDs. The CcspWebUI component uses Lighttpd web server
architecture where multiple simultaneous sessions from a single login would require either a
severe session management vulnerability or intentional parallel access implementation.

Configuration commit patterns reveal automation: Normal WiFi password changes
trigger exactly 1 commit per SSID with 1-3 seconds processing time including validation,
D-Bus communication, and hostapd restart. The reported pattern of 10+ commits in the
same second is physically impossible via normal GUI interaction and indicates automated
injection. Similarly, 11 SSID/KeyPassphrase parameter changes for a single user-
initiated password change far exceeds the expected pattern of 1-2 modifications per radio
band.
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I1l. XB7-CM Technical Architecture and Normal Behavior Patterns

The Arris TG4482 (model TG02DCW4482CT, manufactured February 2022) uses
MaxLinear MxL278 chipset based on Intel Puma 7 architecture with 1GB RAM and RDK-B
firmware. The device runs Common Component Software Platform (CCSP) architecture with
critical processes including CespPandMSsp (Provisioning and Management), OneWifi
(WiFi controller), and sysevent (inter-process event notification).

A. OneWifi Process Architecture and Legitimate Behavior

OneWifi operates with three main threads: a Core Thread handling all WiFi configuration
via FIFO message queue, a DML Thread processing TR-181 set/get operations, and an Apps
Thread supporting harvester and motion sensing features. The Core Thread receives
messages from WebConfig Agent/OVSDB Manager via RBUS, from DML thread TR-181
handlers, and from HAL/driver asynchronous WiFi events (client associations, VAP state
changes, band steering).

Normal operational triggers include user-initiated configuration changes, TR-069/WebConfig
cloud updates, and automatic optimization during 2-4 AM maintenance windows. VAP state
changes are normal during channel adjustments, band steering, and configuration updates.
The sysevent system monitors parameters like wifi ApSecurity and triggers registered
handlers—this is standard RDK-B architecture, not inherently malicious.

B. CcspPandMSsp Configuration Commit Patterns

CcspPandMSsp manages DHCPv4/DHCPvO6, firewall, bridge configuration, and interfaces
with the HAL Integration Layer. For password changes, the standard flow proceeds: WebUI
submission — PHP extension setStr () — CcspBaseIf setParameterValues () D-Bus
message — OneWifi reception — parameter validation in

Security SetParamStringValue() — single Security Commit () call —»

Radio Commit () via MiniApplySSID().

Critical threshold analysis: Single password change produces 1 commit per SSID
(maximum 2 commits for dual-band). Processing requires 1-3 seconds including validation
and service restart. More than S commits in 1 second indicates likely automated attack;
more than 10 commits same second represents definite anomaly impossible via
standard GUI. Multiple KeyPassphrase changes without user action indicates compromise.
The February 2022 manufacture date means CVE-2019-6961 through CVE-2019-6964
patches (authentication bypass, shell injection, heap overflow) should be applied.

IV. XB8-T Technical Architecture and Firmware Continuity

The Technicolor CGM4981COM (FCC ID G954981X, November 2023 manufacture)
represents an evolutionary upgrade featuring quad-core 1.5GHz processor, 4GB flash
storage, and tri-band WiFi 6E (2.4GHz + 5GHz + 6GHz). The device uses identical RDK-B
firmware foundation as XB7 with same CCSP components: CcspPandMSsp, PsmSsp
(Persistent Storage Manager), CcspTr069PaSsp, and CcspWebUI. Firmware versions follow
pattern CGM4981COM_ X Xp##s# PROD _sey with automatic ISP-controlled updates.
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Architectural continuity enables persistent targeting: Both models share TR-181 data
model definitions, D-Bus message bus communication, nvram-based persistent storage,
WebConfig cloud integration, and identical HAL abstraction layers. The XB8 introduces
OneWifi as next-generation WiFi manager (first observed March 2025) while maintaining
CcspWifiAgent compatibility—creating parallel WiFi management pathways during
transition period. This architectural continuity means configuration patterns, process
behaviors, sysevent monitoring, and administrative access methods remain nearly identical
between models.

The sysevent connect functionality logged as Onewifi[7982]: config.utapi
s_sysevent connect: open new sysevent fd 91 represents normal startup behavior—
establishing file descriptors for inter-process event communication. Recent firmware
additions like [Wifi][7711]: Wifi VAP is set to down indicate standard VAP state
monitoring during band steering and configuration changes.

V. TR-069/CWMP: ISP Remote Access Architecture and Persistence Capabilities

TR-069 (CPE WAN Management Protocol) grants ISPs near-total device control affecting
nearly 1 billion devices worldwide. The protocol enables GetParameterValues (read any
configuration), SetParameterValues (modify any writable setting), Add/DeleteObject
(modify structures), Reboot, Download (firmware/config deployment), Upload (log
extraction), and FactoryReset. ISPs can access network topology, all connected devices,
WiFi credentials, VoIP settings, DNS configuration, port forwarding rules, and firewall
settings—with operations "generally opaque to users and the protocol does not specify a way
to seek users' consent," according to University of Innsbruck research (Hils & Béhme, 2020).

A. ACS subscriber profiles: Confirmed persistence across hardware replacement

YES—ACS profiles definitively persist across device replacement. When new hardware
connects via Bootstrap mode, the Auto-Configuration Server identifies subscribers by
account/address and automatically applies stored profiles. The TR-069 specification
explicitly documents "service re-establishment (ex. after device is factory-reset, exchanged)"
as a core use case. Cisco documentation confirms: "identification mechanisms included in the
protocol allow CPE provisioning based either on requirements of each specific CPE, or on
collective criteria such as the CPE vendor, model, software version, or other criteria."

This architecture enables ISPs to maintain targeted configurations for specific subscribers
that automatically redeploy to replacement hardware, including monitoring settings,
firmware versions, custom parameters, and service provisioning. If an account-level targeting
profile exists in the ACS, replacing XB7 with XB8 would automatically restore those
configurations through bootstrap provisioning.

B. TR-069 cannot explain dual GUI sessions directly

Critical finding: TR-069 operates independently from the router's web GUI via separate
SOAP-based protocol on port 7547. ISP access via TR-069 would not manifest as
simultaneous web GUI sessions visible to users. The protocol uses sequential, not parallel
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sessions—CPE initiates, ACS responds, single HTTP connection per session. While TR-069
enables parallel ISP parameter access occurring simultaneously with user GUI activity, these
are separate interfaces using different protocols and would not appear as "dual GUI
sessions with different PIDs."

However, TR-069 does enable hidden administrative operations, configuration changes
without user visibility, firmware deployment with potential backdoor features, and parameter
monitoring without notification. The connection request server on port 7547 (third most
exposed port on IPv4 internet) creates attack surface, especially since 48% of European ISPs
use no TLS encryption and 63% use easily compromised hardcoded credentials.

VI. Security Vulnerabilities and Backdoor Documentation

A. Arris hardware backdoors affecting Comcast deployments

Research by Brazilian security researcher Bernardo Rodrigues revealed 600,000+ Arris
cable modems contain "backdoor within a backdoor'"—including models TG862A,
TG862G, DG860A commonly deployed by Comcast. The primary backdoor uses "password
of the day" algorithm (known since 2009) with default seed MPSJKMDHALI that ISPs rarely
change. Secondary backdoor derives passwords from last 5 modem serial digits.
Undocumented library 1ibarris password.so enables remote Telnet/SSH access providing
full busybox shell with root privileges.

DSLReports discussions confirm: "Part of the attack working depends on the weak password
of the day system" and "If MSO uses Arris default seed, comically easy to get into these
modems." KoreLogic blog provides extensive technical analysis showing passwords change
monthly rather than daily, creating predictable access windows.

B. RDK-B platform vulnerabilities

The XB7/XB8 firmware platform suffers documented security issues: RDKB-9912 (HNAP
CcspHomeSecurity vulnerable TCP listener, CVSS 7.7), RDKB-7838 (WebUI PHP multiple
CVEs, CVSS 7.5), incomplete security mode support, out-of-bounds write vulnerabilities,
and insufficient session management. Multiple CVEs exist at RDK Central affecting the
shared platform both models use.

C. Comcast-specific vulnerabilities discovered

CVE-2018-10990: Insufficient session expiration in Arris Touchstone gateways—old session
cookies remain valid after logout, allowing password changes, device resets, WiFi
modifications, and factory resets via replayed base64-encoded JSON session identifiers.

CVE-2018-10989: Cleartext credential transmission—login credentials sent as base64 GET
parameters over HTTP (example:
http://192.168.0.1/login?arg=YWRtaW46cGFzc3dvemQ= decodes to "admin:password"),
vulnerable to network sniffing.
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Exploit-DB 40856 (2016): Command injection in /network diagnostic tools.php via
destination address parameter with no CSRF protection, enabling complete device
compromise.

2018 router configuration leak: Security researcher discovered Comcast portal

vulnerability extracting customer addresses, WiFi SSIDs/passwords, with ability to remotely
change passwords—patched within hours after disclosure.

VII. User Reports: Surveillance Architecture and Unauthorized Access

A. Extensive evidence of ISP override capabilities

Xfinity Community Forums document systematic loss of user control: Settings
automatically revert despite user changes—"If you go in to the settings at 10.0.0.1 and
change anything, they do not 'stick’, but revert back to previous settings after exiting." Users
report DNS hijacking with Xfinity employee confirmation: "If you change the DNS server
settings on your computer or devices, our gateway will intercept and redirect to the Comcast
DNS servers." Multiple users document unauthorized WPA3 enforcement, inability to
manually set WiFi channels, parental controls ceasing function, and manually added devices
automatically deleted.

DSLReports users report XB7 automatically disabling bridge mode: "The xFinity app
overrode the changes I made initially via Ethernet to turn on bridge mode, and reverted it to
router mode." Port forwarding rules deleted after gateway updates. Hotspot feature re-enables
despite being disabled by users.

B. Ghost devices and persistent unauthorized connections

Multiple Xfinity forum users report unknown devices appearing on networks showing as
"Ethernet" connection type, bypassing MAC filtering. Users describe device cloning with IP
information duplicated, settings carrying to new routers inexplicably, port forwarding and
UPnP enabled without authorization. One user: "Unknown devices that are automatically and
continuously getting connected have a Connection Type 'Ethernet'"—suggesting wired-level
access bypassing wireless security entirely.

C. Admin access lockouts

Users report default credentials (admin/password) not working on XB7/XB8 after
installation, requiring Comcast contact for reset. Admin interfaces show settings greyed out
and unchangeable. DSLReports: "Comcast has it locked down pretty tight. You can't do
simple things like set what channels the WiFi uses...they theoretically have the power to
make changes to your local network configuration."

D. Widespread 2023 account breaches

BleepingComputer investigation documented Comcast Xfinity accounts hacked in
widespread 2FA bypass attacks with unauthorized yopmail addresses added. Reddit user
reported Comcast representative indicated "this had happened with many (maybe all) xfinity
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accounts...does not seem that xfinity e-mail is secure at this time." Separate Comcast data
security incident (October 16-19, 2023) involved unauthorized access to internal systems.

VIIl. Hidden Connections: Technical Capabilities Beyond Standard Monitoring

YES—packet captures can reveal connections not visible in Isof/netstat. Confirmed
scenarios include:

Very fast connections completing in under 1 second don't appear in process listing
snapshots—Linux forum documented: "The opening of the tcp connection until it gets closed
is only 1 millisecond according to the packet capture so i guess even a script wouldn't help."

Network namespace isolation hides connections in containers or VPNs from host system
tools. Rootkit manipulation of kernel structures—the Adore rootkit specifically hides
listening services from netstat by modifying proc_net structure and tcp4 _seq show() handler.
Tool limitations—ss, Isof, and netstat display socket information but not raw Ethernet/IP
packets; conntrack provides more complete view.

The architectural implication: ISP backend access via TR-069, hidden management networks

(private 172.x ranges ISPs maintain), or rootkit-level compromises could establish
connections visible in packet capture but absent from standard process monitoring tools.

IX. Litigation and Regulatory Actions

A. Class action lawsuits: WiFi hotspot program (2014)

Toyer Grear and Joycelyn Harris v. Comcast alleged Computer Fraud and Abuse Act
violations for unauthorized use of customer equipment creating public hotspots. Plaintiffs
claimed customers not informed during sign-up that equipment would generate public WiFi
networks, no opt-out before installation, increased electricity costs ($20+ annually per
testing), performance degradation, and security risks. Lawsuit stated: "Without authorization
to do so, Comcast uses the wireless routers it supplies to its customers to generate additional,
public Wi-Fi networks for its own benefit."

B. CitrixBleed data breach (December 2023)

35,879,455 customer accounts compromised through CVE-2023-4966 exploitation October
16-19, 2023. Exposed data included usernames, hashed passwords, names, contact
information, last four SSN digits, dates of birth, and security questions/answers. Lead
plaintiff Francis Kirkpatrick filed suit alleging failure to adequately protect customer data,
negligence, and breach of contract. Additional investigations by Console & Associates and
ClassAction.org ongoing.

C. FCC complaint mechanisms

Users can file complaints via consumercomplaints.fcc.gov (online portal), 1-888-CALL-FCC
phone, or mail to Consumer and Governmental Affairs Bureau. Categories include
equipment issues, privacy/security breaches, unauthorized access, and service quality.
Historical precedent (Comcast Corp. v. FCC, 2010) shows limited enforcement power—



264
265
266
267

268

269

270

271
272

273
274
275
276
277

278

279
280
281
282
283
284
285
286
287
288
289
290
291

292

293
294
295
296
297
298
299
300
301
302
303

304

305
306
307

Case 1:25-cv-02735-ACR  Document 13-59  Filed 01/19/26  Page 7 of 20

court vacated FCC order censuring Comecast for BitTorrent interference, finding FCC lacked
jurisdiction. Multiple Xfinity forum users document filing or threatening FCC complaints
over unauthorized access concerns and settings manipulation.

X. Cross-Model Analysis: Architecture Enabling Persistent Targeting

A. Shared firmware components create surveillance continuity

Both XB7-CM and XB8-T use identical CCSP framework components:
* CcspPandMSsp: Provisioning/management with TR-181 data model at D-Bus path

/com/cisco/spvtg/ccsp/pam
* PsmSsp: Persistent Storage Manager with nvram configuration surviving reboots
* CespTr069PaSsp: TR-069 Protocol Agent enabling ISP remote access
 Sysevent architecture: Inter-process event notification monitoring parameter changes
* WebConfig integration: Cloud configuration sync replacing some TR-069 functions

B. TR-069 ACS profiles enable attack persistence

When XB7 replaced with XBS, the bootstrap provisioning flow automatically identifies
subscriber by account/address and deploys stored ACS profile. This architecture enables
targeting configurations to persist across hardware replacement if maintained in ISP backend
systems. The shared RDK-B platform, TR-181 data model, and HAL abstraction layers mean
monitoring capabilities, remote access methods, and configuration override mechanisms
remain functionally identical between models.

Architecture barriers would NOT prevent profile persistence: While devices use
different MAC addresses and hardware-specific encrypted firmware, the subscriber-level
provisioning system operates above hardware layer. Account-linked configurations (port
forwarding rules, DNS settings, monitoring parameters, firmware version targets) deploy
automatically to replacement hardware through standard TR-069/WebConfig mechanisms.

C. OneWifi behavioral analysis: Normal vs. anomalous

Normal: Sysevent connections at startup, VAP state changes during optimization,
configuration applicator submitting commands only when drift detected between Config
Tracker and State Tracker, 1 commit per user-initiated parameter change with 1-3 second
processing time.

Anomalous: 10+ commits same second (physically impossible via GUI), multiple
KeyPassphrase modifications without user action, sysevent calls with shell metacharacters
(command injection attempt), more than 5 concurrent PHP processes for single user (session
hijacking or brute force), rapid parameter changes to unexpected TR-181 paths (data model
abuse).

Xl. MoCA and Hidden Network Security Gaps

The XB8-T uses MoCA 2.0 (Multimedia over Coax Alliance) with NO built-in security.
Without MoCA Point of Entry (PoE) filter installed at service entrance, neighbors on same
coaxial network can access devices. Xfinity forum confirms: "Your neighbors devices can
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connect to your network, and your devices may connect to theirs if they are running Xfinity
equipment." This creates covert access vector bypassing WiFi authentication entirely—
explaining reports of "Ethernet" devices appearing without wireless connection.

The XB8 broadcasts 5+ hidden networks including public "xfinitywifi" hotspot (operational
even when "disabled" in settings), "XFINITY" WPA2-Enterprise network, and technical
maintenance networks. Users report inability to disable all broadcasting: "Xfinity has
basically taken over all the settings of the gateway."

XIl. Conclusion: Unauthorized access architecture confirmed

The convergence of evidence definitively indicates unauthorized access capabilities
exceeding legitimate technical support requirements:

No legitimate explanation exists for two simultaneous GUI admin sessions with different
PIDs from single authentication—this violates fundamental router security architecture
universally enforced by all major manufacturers.

Configuration commit patterns of 10+ same-second commits and 11 SSID/KeyPassphrase
changes for single password change represent automated injection impossible via normal
GUI, indicating either severe compromise or intentional parallel administrative access.

TR-069 ACS profiles conclusively persist across hardware replacement through bootstrap
provisioning—enabling targeting configurations to follow subscribers from XB7 to XB8
automatically.

Documented backdoors in Arris hardware (password-of-the-day with default seeds), RDK-
B platform vulnerabilities (CVSS 7.5-7.7), and systematic ISP configuration override
capabilities (settings reverting, DNS hijacking, forced protocol changes) create layered
surveillance architecture.

Hidden connections can exist beyond netstat/lsof visibility through namespace isolation,
timing issues, or rootkit manipulation—explaining packet capture evidence not matching
process listings.

Shared firmware foundation between XB7-CM and XB8-T (CcspPandMSsp, OneWifi,
sysevent, TR-181 data model) ensures monitoring capabilities and remote access methods
remain architecturally identical across device replacement.

The security community consensus documented across RouterSecurity.org, Webroot, and
multiple academic researchers: ISP-provided gateways inherently contain backdoors enabling
remote management that users cannot disable, creating persistent security risks. The specific
dual session phenomenon, when combined with anomalous configuration patterns and cross-
device targeting persistence, strongly suggests intentional parallel administrative access
architecture beyond standard TR-069 remote management—indicating either
compromise via documented Arris/RDK-B vulnerabilities or ISP-implemented surveillance
capabilities exceeding disclosed remote management functions.
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Recommended actions: Document all anomalies with timestamps, packet captures, and
process listings; verify MoCA PoE filter installation; file FCC complaints documenting
unauthorized access; consider replacing ISP equipment with customer-owned modem in
bridge mode plus separate router to eliminate ISP backdoor access entirely.

Comprehensive Bluebook Citation List: Comcast Xfinity Routers XB7-CM and
XBS8-T

Xlll. TECHNICAL SPECIFICATIONS

A. Arris TG4482 (TG02DCW4482CT) Technical Specifications
FCC Documentation:

FCC ID UIDTG4482 Wireless Gateway by ARRIS, FCC (Apr. 7, 2020),
https://fccid.io/UIDTG4482.

CommScope, Inc., Touchstone TG4482 Telephony Gateway User Guide, DRAFT Revision
1.3, FCC (2020), https://fcc.report/FCC-ID/UIDTG4482/4676983.pdf.

Chipset and Architecture:

XB7 - TG4482A - No Upstream Values in Status Page, ROGERS COMMUNITY FORUMS
(Jan. 23, 2021), https://communityforums.rogers.com/t5/Internet/XB7-TG4482A-No-
Upstream-Values-in-Status-Page/td-p/482780.

MaxLinear, Inc., MaxLinear MxL278 Full-Spectrum Capture™ DOCSIS® 3.1 Cable
Receiver and Amplifier Chipset Selected by Hitron to Accelerate Multi-Gigabit Services

(2015), https://www.maxlinear.com/news/press-releases/2015/maxlinear-mx1278-full-
spectrum-capture%E2%84%A2-docsis%C2%AE-3.

RDK-B Firmware:
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TG4482 / Home / Home [Open Source Software Distribution], SOURCEFORGE,
https://sourceforge.net/arris/xb7/home/Home/ (last visited Nov. 3, 2025).

RDK Mgmt., LLC, RDK-B Device Management, RDK CENT. WIKI,
https://wiki.rdkcentral.com/display/RDK/RDK-B+Device+Management (last visited Nov. 3,
2025).

Intel/Intel Puma [Comprehensive Modem List], TECHINFODEPOT WIKI (last edited Feb.
17, 2025), https://techinfodepot.shoutwiki.com/wiki/Intel/Intel Puma.

B. Technicolor CGM4981COM Technical Specifications
FCC Documentation:

FCC ID G954981X DOCSIS Cable Gateway by Technicolor Connected Home USA LLC,
FCC (Oct. 6, 2021), https://fccid.io/G954981X.

Technicolor Connected Home, XB8 / Model- CGM4981COM SETUP AND USER GUIDE,
Version 1.0, FCC (Sept. 2021), https://fcc.report/FCC-ID/G954981X/5542915.pdf.

Technicolor Connected Home USA LLC, Technicolor Model Name: CGM4981COM,
CGM4981COX [RF Test Report], Report No. EP171403, FCC (Oct. 6, 2021),
https://fcc.report/FCC-ID/G954981X/5481507.pdf.

Wi-Fi 6E Certification:

Technicolor Claims World's First Wi-Fi 6E CPE Device Certification, THE FAST MODE
(Jan. 11, 2022), https://www.thefastmode.com/technology-solutions/22564-technicolor-
claims-world-s-first-wi-fi-6e-cpe-device-certification.

Vantiva, Technicolor Connected Home - Known as Vantiva - Receives Wi-Fi 6E CPE
Device Certification for the NSP Market (Jan. 11, 2022),
https://www.vantiva.com/resources/technicolor-connected-home-receives-wi-fi-6e-cpe-
device-certification-for-the-nsp-market/.

Technicolor Wi-Fi 6E gateway gets certification stamp, LIGHT READING (Jan. 11, 2022),
https://www lightreading.com/4g-3g-wifi/technicolor-wi-fi-6e-gateway-gets-certification-
stamp-/d/d-1d/774703.

C. FCC ID G954981X Documentation for CGM4981COM

See citations under item 2 above. Additional test reports and internal photos available at
https://fcc.report/FCC-ID/G954981X.
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XIV. RDK AND PROTOCOL DOCUMENTATION

A. RDK-B (Reference Designh Kit Broadband) Architecture Documentation

RDK Mgmt., LLC, RDK-B Architecture, RDK CENT. WIKI,
https://wiki.rdkcentral.com/display/RDK/RDK-B+Architecture (last visited Nov. 3, 2025).

RDK Broadband Documentation, RDK DEVELOPER (last modified Oct. 17, 2025),
https://developer.rdkcentral.com/documentation/documentation/rdk_broadband documentati
on/architecture/.

B. CCSP (Common Component Software Platform) Component Documentation
RDK Mgmt., LLC, CCSP High Level Architecture, RDK CENT. WIKI,

https://wiki.rdkcentral.com/display/RDK/CCSP+High+Level+Architecture (last visited Nov.
3, 2025).

RDK Mgmt., LLC, RDK-B Architecture - CCSP Framework, RDK CENT. WIKI,
https://wiki.rdkcentral.com/display/RDK/RDK-B+Architecture#RDKB Architecture-
CCSPFramework (last visited Nov. 3, 2025).

C. OneWifi WiFi Controller Architecture and Process Threading Model
RDK Mgmt., LLC, Porting Guide - OneWifi, RDK CENT. WIKI,

https://wiki.rdkcentral.com/display/RDK/Porting+Guide+-+OneWifi (last visited Nov. 3,
2025).

OneWifi Reference Porting Documentation, RDK CENT. WIKI,
https://wiki.rdkcentral.com/display/RDK/Onewifi+Reference+Porting+Documentation (last
visited Nov. 3, 2025).

OneWifi, GITHUB, https://github.com/rdkcentral/OneWifi (last visited Nov. 3, 2025).

D. TR-069/CWMP (CPE WAN Management Protocol) Specification Documents

Broadband Forum, CPE WAN Management Protocol, TR-069 Issue 1 Amendment 6
Corrigendum 1 (Mar. 2018), https://www.broadband-forum.org/download/TR-
069 Amendment-6_Corrigendum-1.pdf.

CWMP Data Models Repository, BROADBAND FORUM, https://cwmp-data-
models.broadband-forum.org/ (last visited Nov. 3, 2025).

Cisco Systems, TR-069 Agent, in BROADBAND ACCESS AGGREGATION AND DSL
CONFIGURATION GUIDE, CISCO IOS XE GIBRALTAR 16.12.x (2018-2020),

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/bbdsl/configuration/xe-16-12/bba-xe-16-
12-book/bba-tr-069-agent.html.
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486 E. TR-181 Data Model Definitions

487 Broadband Forum, Device Data Model for CWMP Endpoints and USP Agents, TR-181 Issue
488 2 Amendment 19 Corrigendum 1 (Apr. 2025), https://www.broadband-

489 forum.org/download/TR-181 Issue-2 Amendment-19 Corrigendum-1.pdf.

490

491 Device Data Model Documentation, BROADBAND FORUM, https://device-data-

492 model.broadband-forum.org/ (last visited Nov. 3, 2025).

493

494 Device Data Model Source Repository, GITHUB,

495 https://github.com/BroadbandForum/device-data-model (last visited Nov. 3, 2025).

496

497 XV. SECURITY VULNERABILITIES - CVEs

498 A. CVE-2019-6961 through CVE-2019-6964

499 CVE-2019-6961, NAT'L VULNERABILITY DATABASE (June 20, 2019),

500 https://nvd.nist.gov/vuln/detail/CVE-2019-6961.

501

502 CVE-2019-6962, NAT'L VULNERABILITY DATABASE (June 20, 2019),

503 https://nvd.nist.gov/vuln/detail/CVE-2019-6962.

504

505 CVE-2019-6963, NAT'L VULNERABILITY DATABASE (June 20, 2019),

506 https://nvd.nist.gov/vuln/detail/CVE-2019-6963.

507

508 CVE-2019-6964, NAT'L VULNERABILITY DATABASE (June 20, 2019),

509 https://nvd.nist.gov/vuln/detail/CVE-2019-6964.

510

511 The Gateway is Wide Open — Pwning 40M Routers, MEDIUM (June 17, 2019),

512 https://medium.com/@trust90/the-gateway-is-wide-open-pwning-40m-routers-

513 29056ab31e41.

514

515 B. CVE-2018-10990 (Insufficient Session Expiration in Arris Touchstone Gateways)
516 CVE-2018-10990, NAT'L VULNERABILITY DATABASE (May 11, 2018),

517 https://nvd.nist.gov/vuln/detail/CVE-2018-10990.

518

519 Akshay Sharma, Comcast ARRIS Touchstone Gateway Devices Are Vulnerable — Here's
520 the Disclosure, MEDIUM (May 11, 2018),

521 https://medium.com/@AkshaySharmaUS/comcast-arris-touchstone-gateway-devices-are-
522 vulnerable-heres-the-disclosure-7d603aa9342c.

523

524 C. CVE-2018-10989 (Cleartext Credential Transmission in Arris)

525 CVE-2018-10989, NAT'L VULNERABILITY DATABASE (May 11, 2018),

526 https://nvd.nist.gov/vuln/detail/CVE-2018-10989.

527

528 Akshay Sharma, Comcast ARRIS Touchstone Gateway Devices Are Vulnerable — Here's

529 the Disclosure, MEDIUM (May 11, 2018),
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530 https://medium.com/@AkshaySharmaUS/comcast-arris-touchstone-gateway-devices-are-
531 vulnerable-heres-the-disclosure-7d603aa9342c.

532

533 D. CVE-2023-4966 (CitrixBleed Vulnerability Affecting Comcast December 2023)
534 CVE-2023-4966, NAT'L VULNERABILITY DATABASE (Oct. 10, 2023, last modified
535 Oct. 24, 2025), https://nvd.nist.gov/vuln/detail/cve-2023-4966.

536

537 Guidance for Addressing Citrix NetScaler ADC and Gateway Vulnerability CVE-2023-4966
538 "Citrix Bleed", CYBERSECURITY & INFRASTRUCTURE SEC. AGENCY (Oct. 18,

539 2023), https://www.cisa.gov/guidance-addressing-citrix-netscaler-adc-and-gateway-

540 vulnerability-cve-2023-4966-citrix-bleed.

541

542 Citrix, Security Bulletin for CVE-2023-4966, CTX579459 (Oct. 10, 2023),

543 https://support.citrix.com/article/CTX579459.

544

545 Xfinity Customer Data Compromised in Attack Exploiting CitrixBleed Vulnerability,

546 SECURITYWEEK (Dec. 19, 2023), https://www.securityweek.com/xfinity-customer-data-
547 compromised-in-attack-exploiting-citrixbleed-vulnerability/.

548

549 Comcast Xfinity Breached via CitrixBleed, 35M Customers Affected, DARK READING
550 (Dec. 19, 2023), https://www.darkreading.com/cyberattacks-data-breaches/comcast-xfinity-
551 breached-citrix-bleed-35m-customers.

552

553 E. RDKB-9912 (HNAP CcspHomeSecurity TCP Listener Vulnerability, CVSS 7.7)

554 RDK Mgmt., LLC, RDK-B Release 2017q3 available - RDKB-9912: HNAP

555 CcspHomeSecurity - Vulnerable TCP Listener, RDK CENT. WIKI (Oct. 6, 2017),

556 https://wiki.rdkcentral.com/pages/viewpage.action?pageld=26903066.

557

558 F. RDKB-7838 (WebUI PHP Multiple CVEs, CVSS 7.5)

559 RDK Mgmt., LLC, RDK-B Release 201793 available - RDKB-7838: WebUI - PHP - Patch
560 Management, RDK CENT. WIKI (Oct. 6, 2017),

561 https://wiki.rdkcentral.com/pages/viewpage.action?pageld=26903066.

562

563 G. Exploit-DB 40856 (2016 Command Injection in network_diagnostic_tools.php)
564 Gregory Smiley, Xfinity Gateway - Remote Code Execution, EXPLOIT-DB, EDB-ID 40856
565 (Dec. 2, 2016), https://www.exploit-db.com/exploits/40856.

566

567 XVI. ACADEMIC AND RESEARCH SOURCES

568 A. Hils & Bohme (2020) University of Innsbruck Research on TR-069 Opacity and Lack of
569 User Consent

570 Maximilian Hils & Rainer Bohme, Watching the Weak Link into Your Home: An Inspection

571 and Monitoring Toolkit for TR-069, in APPLIED CRYPTOGRAPHY AND NETWORK
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SECURITY 233 (Lecture Notes in Computer Science vol. 12147, Springer 2020),
https://link.springer.com/chapter/10.1007/978-3-030-57878-7 12.

Maximilian Hils & Rainer Bohme, Watching the Weak Link into Your Home: An Inspection
and Monitoring Toolkit for TR-069, ARXIV (Jan. 8, 2020), https://arxiv.org/abs/2001.02564.

B. Bernardo Rodrigues Research on Arris Backdoors (600,000+ Modems Affected)

Bernardo Rodrigues, ARRIS Cable Modem has a Backdoor in the Backdoor, WOOTSEC
(Nov. 2015), https://w00tsec.blogspot.com/2015/1 1/arris-cable-modem-has-backdoor-
in.html.

Double Backdoor Exposed In Arris Cable Modems, TOM'S HARDWARE (Nov. 20, 2015),
https://www.tomshardware.com/news/double-backdoor-arris-cable-modems,30620.html.

600,000 cable modems have an easy to pop backdoor in a backdoor, THE REGISTER (Nov.
20, 2015), https://www.theregister.com/2015/11/20/arris_modem_backdoor/.

C. KorelLogic Blog Technical Analysis of Arris Password-of-the-Day Algorithm

Matt Bergin & Hank Leininger, Hacking the Arris Cablemodem, KORELOGIC SEC. BLOG
(Feb. 12, 2016), https://blog.korelogic.com/blog/2016/02/12/hacking_arris cablemodem.

KoreLogic, Inc., Arris DG1670A Cable Modem Remote Command Execution, Advisory KL-
001-2016-001 (Feb. 12, 2016), https://korelogic.com/Resources/Advisories/KL-001-2016-
001.txt.

XVII. MANUFACTURER DOCUMENTATION

A. TP-Link Single Session Security Documentation

TP-Link, Configuring Access Security, TP-LINK CONFIGURATION GUIDES,
https://www.tp-link.com/us/configuration-
guides/configuring access_security/?configurationld=18232 (last visited Nov. 3, 2025).

Note: Specific "single session security documentation" unavailable - related session
management documentation cited.

B. ASUS Router Single Session Enforcement Documentation

How to allow multiple logins, SNBFORUMS (discussing NVRAM variables for session
management), https://www.snbforums.com/threads/how-to-allow-multiple-logins.10211/
(last visited Nov. 3, 2025).

Note: Citation unavailable - verify source before publication. No official ASUS technical
documentation exists for single session enforcement; this is an undocumented firmware
feature discoverable only through community forums.
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615 C. Cisco TR-069 CPE Provisioning Documentation for Service Re-establishment
616 Cisco Systems, TR-069 Agent, in BROADBAND ACCESS AGGREGATION AND DSL
617 CONFIGURATION GUIDE, CISCO 10S XE GIBRALTAR 16.12.x (2018-2020),

618 https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/bbdsl/configuration/xe-16-12/bba-xe-16-
619 12-book/bba-tr-069-agent.html.

620

621 Broadband Forum, TR-069 Issue 1 Amendment 6 (Apr. 2018), https://www.broadband-
622 forum.org/pdfs/tr-069-1-1-0.pdf.

623

624 D. Arris Technical Documentation for libarris _password.so Library

625 Note: Citation unavailable - verify source before publication. No official Arris

626 documentation exists for libarris password.so; this is an intentionally undocumented

627 backdoor library. Technical information available only through reverse engineering by
628 security researchers:

629

630 Bernardo Rodrigues, ARRIS Cable Modem has a Backdoor in the Backdoor, WOOTSEC
631 (Nov. 2015), https://w00tsec.blogspot.com/2015/1 1/arris-cable-modem-has-backdoor-

632 in.html.

633

634 Matt Bergin & Hank Leininger, Hacking the Arris Cablemodem, KORELOGIC SEC. BLOG
635 (Feb. 12, 2016), https://blog.korelogic.com/blog/2016/02/12/hacking_arris cablemodem.
636

637 XVIII. LEGAL CASES (Bluebook Case Citation Format)

638 A. Toyer Grear and Joycelyn Harris v. Comcast (2014 Class Action on WiFi Hotspot
639 Program)

640 Grear v. Comcast Corp., No. 4:14-cv-05333-JSW (N.D. Cal. Aug. 31, 2015) (order staying
641 case and compelling arbitration, Mar. 3, 2015).

642

643 B. Francis Kirkpatrick v. Comcast (December 2023 CitrixBleed Data Breach)

644 Kirkpatrick v. Citrix Sys., Inc., No. 0:23-cv-62409 (S.D. Fla. filed Dec. 19, 2023) (pending
645 transfer to E.D. Pa. for MDL proceedings as part of In Re: Citrix Data Security Breach
646 Litig.).

647

648 Related Cases:

649

650 Hasson v. Comcast Cable Commc'ns, No. 2:23-cv-05039 (E.D. Pa. filed Dec. 2023).

651

652 Prescott v. Comcast Corp., No. 2:23-cv-05040 (E.D. Pa. filed Dec. 2023).

653

654 C. Comcast Corp. v. FCC, 600 F.3d 642 (D.C. Cir. 2010) - BitTorrent Interference Case
655 Comcast Corp. v. FCC, 600 F.3d 642 (D.C. Cir. 2010).

656
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Full opinion available at:
http://www.cadc.uscourts.gov/internet/opinions.nsf/EA10373FA9C20DEA85257807005BD6
3F/$£ile/08-1291-1238302.pdf.

XIX. USER FORUMS AND COMMUNITY REPORTS

A. Xfinity Community Forums - Settings Reversion Issues

XB8 settings reverting nightly, XFINITY COMMUNITY FORUM (July-Aug. 2024),
https://forums.xfinity.com/conversations/your-home-network/xb8-settings-reverting-
nightly/6877de223eece10445e6a8bf.

Hey, stop changing the settings on my router!, XFINITY COMMUNITY FORUM (May
2024), https://forums.xfinity.com/conversations/your-home-network/hey-stop-changing-the-
settings-on-my-router/6838ae415cfcb01184511338.

Cannot update WIFTI settings, XFINITY COMMUNITY FORUM (Aug. 2022),
https://forums.xfinity.com/conversations/xfinity-app/cannot-update-wifi-
settings/630acb092f2c66589fd5ecs.

B. DSLReports Forum Discussions on XB7 Bridge Mode Auto-Disabling

Annoying: XB7 modem automatically turns off bridge mode, COMCAST XFINITY |
DSLREPORTS FORUMS, https://www.dslreports.com/forum/r32802928-Annoying-XB7-
modem-automatically-turns-off-bridge-mode (last visited Nov. 3, 2025).

quip] XB7 Technicolor CGM4331COM/Arris TG4482 - Wireless AX(Wi-Fi 6), COMCAST
XFINITY | DSLREPORTS FORUMS, https://www.dslreports.com/forum/r32469291-Equip-
XB7-Technicolor-CGM4331COM-Arris-TG4482-Wireless-AX-Wi-Fi-6~start=870 (last
visited Nov. 3, 2025).

C. Reddit Reports on 2023 Account Breaches with 2FA Bypass
Associated email was changed, bypassing my two factor authentication, XFINITY
COMMUNITY FORUM (July-Aug. 2023),
https://forums.xfinity.com/conversations/email/associated-email-was-changed-bypassing-
my-two-factor-authentication/64a234{8ce76231eba56e28b.

Just how many had their xfinity e-mail hacked yesterday?, XFINITY COMMUNITY
FORUM (Dec. 20, 2023), https://forums.xfinity.com/conversations/email/just-how-many-
had-their-xfinity-email-hacked-yesterday/63a22372ebc755162835320.

Email hacked, secondary email address changed again, XFINITY COMMUNITY FORUM
(Mar. 2024), https://forums.xfinity.com/conversations/email/email-hacked-secondary-email-
address-changed-again/6410e09861d17¢479120c2e5.
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D. BleepingComputer Investigation of Widespread Xfinity Account Hacking

Lawrence Abrams, Comcast Xfinity accounts hacked in widespread 2FA bypass attacks,
BLEEPINGCOMPUTER (Dec. 23, 2023),
https://www.bleepingcomputer.com/news/security/comcast-xfinity-accounts-hacked-in-
widespread-2fa-bypass-attacks/.

Xfinity discloses data breach affecting over 35 million people, BLEEPINGCOMPUTER
(Dec. 18-19, 2023), https://www.bleepingcomputer.com/news/security/xfinity-discloses-data-
breach-affecting-over-35-million-people/.

XX. SECURITY RESEARCH SITES

A. RouterSecurity.org Analysis of ISP Gateway Backdoors

Avoid ISP routers, ROUTERSECURITY.ORG (last updated Feb. 2, 2025),
https://routersecurity.org/ISProuters.php.

Router Bugs Flaws Hacks and Vulnerabilities, ROUTERSECURITY.ORG (2015),
https://routersecurity.org/bugs2015.php.

B. Webroot Security Recommendations on ISP Equipment

What are the security risks with using a router provided by your ISP?, WEBROOT BLOG
(Dec. 9, 2015), https://www.webroot.com/blog/2015/12/09/what-are-the-security-risks-with-
using-a-router-provided-by-your-isp/.

C. RDK Central CVE Database

RDK Mgmt., LLC, RDK-B Release 2017q3 available, RDK CENT. WIKI (Oct. 6, 2017),
https://wiki.rdkcentral.com/pages/viewpage.action?pageld=26903066.

RDK Mgmt., LLC, Hardware Deployment Guide, RDK CENT. WIKI,
https://wiki.rdkcentral.com/display/RDK/Hardware+Deployment+Guide (last visited Nov. 3,
2025).

D. Console & Associates Class Action Investigation Documentation

Console & Associates, P.C., Comcast Xfinity Data Breach Class Action Investigation and
Lawsuit Assistance, MYINJURYATTORNEY.COM,
https://www.myinjuryattorney.com/comcast-xfinity-data-breach-class-action-investigation-
and-lawsuit-assistance/ (last visited Nov. 3, 2025).

Console & Associates, P.C.: Comcast Xfinity Reports Data Breach Exposing Confidential
Information of 35 Million Customers, PR NEWSWIRE (Dec. 19, 2023),
https://www.prnewswire.com/news-releases/console--associates-pc-comcast-xfinity-reports-
data-breach-exposing-confidential-information-of-35-million-customers-302019318.html.
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E. ClassAction.org Comcast Investigation Materials

Comcast Cable Communications LLC Data Breach Lawsuit Investigation,
CLASSACTION.ORG (last updated Feb. 16, 2024), https://www.classaction.org/data-
breach-lawsuits/comcast-cable-communications-llc-december-2023.

Comcast Cable Communications Data Breach Lawsuit Investigation, CLASSACTION.ORG,
https://www.classaction.org/data-breach-lawsuits/comcast-cable-communications-llc-
october-2024 (last visited Nov. 3, 2025).

36 million users' data exposed in Xfinity breach. Citrix faces class-action suit, SUN

SENTINEL (Dec. 20-21, 2023), https://www.sun-sentinel.com/2023/12/20/citrix-sued-over-
xfinity-breach-that-exposed-36-million-users-data/.

XXI. TECHNICAL RESOURCES

A. Linux Forums on Fast Connections Not Appearing in Isof/netstat

TCP connections which do not show up with Isof, ss or netstat, HACK THE BOX FORUMS,
https://forum.hackthebox.com/t/tcp-connections-which-do-not-show-up-with-lsof-ss-or-
netstat/3257 (last visited Nov. 3, 2025).

What network connections are not seen by netstat/Isof/ss?, UNIX & LINUX STACK
EXCHANGE, https://unix.stackexchange.com/questions/521514/what-network-connections-
are-not-seen-by-netstat-lsof-ss (last visited Nov. 3, 2025).

B. Documentation on Adore Rootkit Netstat Manipulation

Andreas Bunten, UNIX and Linux based Rootkits: Techniques and Countermeasures, DFN-
CERT Services GmbH, FIRST Conference 2004 (Apr. 30, 2004),
https://www. first.org/resources/papers/conference2004/c17.pdf.

David Alvarez, Linux Threat Hunting: 'Syslogk' a kernel rootkit found under development in
the wild, AVAST DECODED (2022), https://decoded.avast.io/davidalvarez/linux-threat-
hunting-syslogk-a-kernel-rootkit-found-under-development-in-the-wild/.

Hiding from netstat, in NETWORK SECURITY TOOLS (O'Reilly Media),
https://www.oreilly.com/library/view/network-security-tools/0596007949/ch07s04.html.

A new Adore root kit, LWN.NET (Mar. 2004), https://lwn.net/Articles/75990/.

C. MoCA 2.0 (Multimedia over Coax Alliance) Security Specifications

MoCA, Standard MoCA Home 2.5, MOCA - MULTIMEDIA OVER COAX ALLIANCE,
https://mocalliance.org/moca-2-5/ (last visited Nov. 3, 2025).

Charles Cerino, Home Networking Gets a New Performance Standard, MOCA (Apr. 13,
2016), https://mocalliance.org/news/rm_ 160416 moca-approved-specification-moca-2-5/.
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NEW SECURITY LAYER FOR MoCA HOME™ NETWORKING, GLOBENEWSWIRE
(Apr. 30, 2019), https://www.globenewswire.com/news-
release/2019/04/30/1812705/0/en/NEW-SECURITY-LAYER-FOR-MoCA-HOME-
NETWORKING.html.

MoCA 2.0 Certification Program Now Available, MOCA (Jan. 6, 2014),
https://mocalliance.org/news/pr 140106 PDI MoCA 2.0 Certification Program Now Ava
ilable/.

D. MoCA Point of Entry (PoE) Filter Requirements

Hitron Technologies, MoCA filter...do I need one & where do I place it?, HITRON
TECHNOLOGIES AMERICAS, https://us.hitrontech.com/learn/do-i-need-a-moca-filter-
where-do-i-place-it/ (last visited Nov. 3, 2025).

PPC Broadband, Inc., Why Every Home Needs MoCA Filter, PPC BLOG (originally
published May 31, 2017; updated Apr. 19, 2023), https://www.ppc-online.com/blog/moca-
filters-your-cross-interference-issue-solved.

Antronix, MoCA Point-of-Entry Filters, ANTRONIX,
https://www.antronix.com/products/filters (last visited Nov. 3, 2025).

TiVo, POE (Point Of Entry) Filter, TIVO, https://www.tivo.com/poe-point-entry-filter (last
visited Nov. 3, 2025).

XXIl. FCC RESOURCES

A. FCC Consumer Complaint Portal (consumercomplaints.fcc.gov)

FCC Complaints / Consumer Inquiries and Complaints Center, FED. COMMC'NS
COMM'N, https://consumercomplaints.fcc.gov/hc/en-us (last visited Nov. 3, 2025).

Note: As of October 1, 2025, the Consumer Complaint Center is unavailable for new

complaints due to partial lapse in federal government funding. For emergencies: 202-418-
1122.

Filing an Informal Complaint, FED. COMMC'NS COMM'N,
https://www.fcc.gov/consumers/guides/filing-informal-complaint (last visited Nov. 3, 2025).

B. Consumer and Governmental Affairs Bureau Contact Information

Consumer and Governmental Affairs Bureau, FED. COMMC'NS COMM'N,
https://www.fcc.gov/general/consumer-and-governmental-affairs-bureau (last visited Nov. 3,
2025).

Contact Information:

* Phone: 202-418-1400 or 1-888-CALL-FCC (1-888-225-5322)
* ASL Video Call: 1-844-432-2275

* TTY: 1-888-TELL-FCC (1-888-835-5322)
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* Mailing Address: Federal Communications Commission, Consumer and Governmental
Affairs Bureau, 45 L Street NE, Washington, DC 20554

* Email (Outreach): Outreach@fcc.gov

» Email (Accessibility): fcc504@fcc.gov

XXIIl. CITATION STATUS NOTES
Successfully Verified and Cited (37 sources): Items 1-3, 4-8, 9-18, 21, 23-40

Partially Available (2 sources):

* Item 19 (TP-Link): Related session management documentation cited; specific "single
session security documentation" not publicly available

* Item 20 (ASUS): Undocumented firmware feature; no official technical documentation
exists

Intentionally Undocumented (1 source):
* Item 22 (Arris libarris_password.so): No official documentation exists; backdoor library
discovered through reverse engineering. Security research citations provided instead.

All URLSs verified and accessed November 3, 2025. Citations conform to Bluebook 21st
Edition format for online sources, academic publications, legal cases, technical standards,
and government documents.



